NudopmarmonHas mamMaTka g OOy4alomuxcss JUisi  pa3MelieHus  Ha
opHUITMATHHBIX HHTEPHET-PECypcax

C KaxapiM TOJOM MOJIOACKH B MHTEPHETE CTAHOBHUTCS OOJIbIIE, a IIKOJbHUKH
OJJHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOI'0 KOJIMYECTBA BO3MOXXHOCTEH, HMHTEPHET HECeT W MpobsieMbl. JTa
naMsTKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

KommnerotepHbsie BUPYChI

KoMmnploTepHblid BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTrPaMM,
OTIIMYUTEIIFHON 0COOCHHOCTHIO KOTOPOH SABJISIETCS CIIOCOOHOCTh K Pa3MHOKECHHUIO.
B nomnonHeHue Kk 3TOMY, BUPYChl MOTYT MOBPEAUTH WU MOTHOCTHIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIH30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amyllleHa 3apa)X€HHas IMporpaMMa, a Tak)Ke MOBPEIUTh WIM JTaKe€ YHUUTOXKUTH
OTIEpaAllMOHHYIO CHCTEMY CO BceMHu ¢aiiamu B 11eJoM. B OOJIBIIMHCTBE CiydaceB
pacrpoCTPaHsAIOTCA BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpamMMm

Hcnonb3yii COBpPEMEHHBIE OIEPALMOHHBIE CUCTEMbI, HMEIOIINE CEPHE3HBIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPaMM

[TocTosiHHO ycTaHaBiIMBai mayTH (LUQPPOBHIE 3aIUIATKH, KOTOPhIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C EIbI0 JOPAOOTKH MPOTPaMMBbI) U APyTrre OOHOBIICHUS CBOEH
ornepaunoHHOW cucrteMbl. CkauumBail HUX TOJIBKO C O(QUUHUATBHOTO caiiTa
pazpabotunka OC. Ecnu cymiecTByer peXUM aBTOMATHYECKOTO OOHOBIICHUA,
BKJIFOUYH €0

PabGoraii Ha cBOoeM KOMIIbIOTEpE TIOJ TMpaBaMu TIOJB30BATENs, a He
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
WHCTAJJTUPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMHbBIE MPOYKTHI U3BECTHBIX TPOU3BOJIUTENEH,
C aBTOMaTHYEeCKUM OOHOBIIEHHEM 0a3

Orpanudb (GU3UYECKUI TOCTYI K KOMIIBIOTEPY JIJIsi TOCTOPOHHUX JIUIT

Hcrnonp3yit BHENTHUE HOCUTENN MHGOPMAIINH, TaKue KakK (uielika, TUCK Wiu (haiii

N3 MHTCPHETA, TOJILKO U3 IIPOBCPCHHBLIX HCTOYHHUKOB



7. He oTkpbiBaii KOMIBIOTEPHBIE (DANITBI, TOTYYESHHBIE U3 HEHAJIEKHBIX UCTOYHHUKOB.
Jaxxe Te ¢ailibl, KOTOpbIE MpHUCIal TBOW 3HaKOMBIN. Jlydiie yTOYHH y HeEro,
OTTIPABJISLI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BHI mepelaud JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeHI
"WECA", dro o6o3naganio crnoBocoueranne "Wireless Fidelity", xoTopsrii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamrero BpeMeHH Joluia Apyras a00peBHaTypa, KOTopas SIBISIETCS TaKOW ke
TexHosoruen. Ito abopeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHAapT BbIciIeld 3BykoBoW TexHuku Hi-Fi, yto B mepeBoje o3Hauaer
"BBICOKAsI TOYHOCTD .

Ha, OecnnaTHBIA HHTEPHET-AOCTYN B Kade, OTEIsIX M a’ponopTax sBISETCA
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrme 3KCHepTsl CUUTAIOT,
gT0 oOmenocTymHabie Wi-Fi cetn He sSBIISIOTCS 0€30MaCHBIMH.

CoBeTbI 110 0€30MACHOCTH PAadOTHI B 001IeT0CTYMHBIX ceTax Wi-fi

1. He nmepenasaii cBoro JHuHy0 MH(popmanuio yepe3 oodmenoctynusie Wi-Fi cern.
Paborass B HUX, KeJaTebHO HE BBOJAUTH MApOJIM JOCTyNa, JIOTUHBI U KaKue-TO
HOMEpA

2. Vcnonb3yit 1 OOHOBISIH aHTUBUPYCHBIE TIPOrpaMMbl U OpaHamayep. Tem cambiM
ThI 00€30MacuIIb ce0st OT 3aKaYKW BUpPYyca Ha TBOE YCTPOHUCTBO

3. Ilpu ucnons3oBanun Wi-Fi otkmoun ¢yskmuio "OOmmii goctyn K ¢aiiam u
npuHTepam". JlanHas (yHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCTIOJIb30BaHUs B paboTe min yueoe

4. He ucnons3yit myonuunbii WI-FI nns nepenayun TUYHBIX TaHHBIX, HAIPUMED IS
BBIX0/Ia B COLIMAJIBHBIE CETH WM B 3JIEKTPOHHYIO IMOYTY

5. Hcnons3y#t Tonpko 3amuiieHHoe coenuHenue uepe3 HTTPS, a ue HTTP, 1.e. npu

Habope BeO-aapeca BBOAU UMEHHO "https://"



6. B MoOunpHOM Tenedone otkmoun Qynkuuio lTlogxmouenne k- Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTMYeCKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTn

ConuanbHble CETHM aKTUBHO BXOJST B Hally >KHW3Hb, MHOTHE JIIOJAM pabOTAIOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILIHAP] YETOBEK,
YTO SIBJISIETCS OJTHOW CEIbMOM BCEX JKUTEJEH IUIAHEThl. MHOTME NOIB30BATEINA HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MElIeHHass UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJIeHa W MCIOJIb30BaHAa K€M YIOJHO, B TOM YHUCJIE HE 00S3aTEIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30IACHOCTH B COLHAJIBHBIX CETAX

1. Orpannub cnucok napys3ed. Y TeOs B JIpy3bsAX HE JOJDKHO OBITH CIy4alHBIX U
HE3HAKOMBIX JIFOACH

2. 3amumiail cBOIO 4acTHYIO »ku3Hb. He yka3biBail mapoisu, tenedoHsl, aapeca, 1aTy
TBOETO POXKACHUS U JPYIYIO JIMYHYI0 HH(POPMALUIO. 3JIOYMBIIIJIEHHUKH MOTYT
UCIOJIb30BaTh Jake MHPOPMAIMIO O TOM, KaK Thl U TBOU POJUTENH IIAHUPYETE
MPOBECTH KAHUKYJIbI

3. 3ammumiail CBOIO pemyTaluio - AepKHU €€ B YUCTOTE U 3a/iaBail ce0e BOIpoc: XOTell
Obl Thl, YTOOBI ApPYyrue MOJIB30BATENU BUIEIM, YTO Thl 3arpyxaemb? [logymai,
MPEeXJie YEM UYTO-TO ONMyOJIMKOBATH, HANIKUCATh U 3arpy3UTh

4. Ecnu ThI TOBOPHUILB C JIOABMH, KOTOPBIX HE 3HACIlIb, HE UCIOJIb3YH CBOE peajbHOe
UMS U JIPYTYIO JINYHYI0 UHPOPMALIMK: UM, MECTO JKUTEIbCTBA, MECTO y4eObl U
npouee

5. U3Geraii pasmemenust dotorpaduit B HHTEepHeTe, THe ThI H300paKEH HA
MECTHOCTH, 110 KOTOPOIH MOKHO ONPEAEIUTh TBOE MECTONIOJIOKEHHE

6. [Ipu peructpan B COLMAIBHOM CETH HEOOXOAMMO HCIOJIb30BaTh CIIOKHbBIE
MIapOJIK, COCTOSIINE M3 OYKB U UG U C KOJIMYECTBOM 3HAKOB HE MEHEE &

7. ns couManbHOM CETH, MOYThl U JPYTMX CaWTOB HEOOXOAMMO HCIOIb30BAThH
pasnple maposnd. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH IOJTy4at

JIOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.



DNEeKTPOHHbIE IEHBI U

OJEeKTpPOHHBIE JIEHBI'HM - JTO OYEeHb YIOOHBIM CHocod IuIaTexeil, OJHaKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T ICHBIH.

DONEeKTpOHHBIE JIEHbIM MOSBUIIMCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOTO BO
MHOTUX T'OCYyAapCTBax A0 CHX MOP HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (YHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, IIe MX
pa3zeNsaoT HA HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. PasHUIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiacTcsi MpOBOAUTH olepanuu 0e3
UACHTU(UKAIINY TIOJIH30BATENISA, @ B HEAHOHUMHBIX UACHTH(PHUKAIUS MTOJIb30BATENS
ABJIAETCS 00S3aTEIBLHOM.

Taxxe cinenyer  pa3nuyarh  3JEKTPOHHbIE  (UaTHbIE  JCHBIU  (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIC He(dUATHBIC ACHLIM (HE PaBHBI
rOCy/1apCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0€30IIACHOM padoTe ¢ 3TEKTPOHHBIMH JeHbIaMH
[TpuBskU K cueTy MOOMIbHBIN Tene(doH. ITO caMblil yTOOHBINA U OBICTPBINA CIIOCO0
BOCCTAaHOBUTH JIOCTYN K cyeTy. [IpuBsi3aHHbIN TenepoH MOMOXKET, eciau 3a0yaenb
CBOM IUIATEXKHBIW MApOJIb WM 3alAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA
Hcnonb3yi ogHopas3oBbie naponu. [locie nepexoia Ha YCUIEHHYIO aBTOPU3ALIUIO
Tebe yxe He OyAeT yrpokaTb OMACHOCTh KpaXM WMJIM TEepexBaTa IUIaTEeXKHOTO
napoJis

Boei6epu cnoxubiii maposs. [IpectynmHukam OyZeT HE MPOCTO yrajaarh CIOKHBIN
napoiib. HajexxHele maposiu - 3T0 maposid, KOTOpbIe COAEpPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce0d CTPOYHBIE M MPONMHCHBbIE OYKBBI, HU(MPHI U HECKOIBKO
CHUMBOJIOB, TaKMe€ Kak 3HaK Jojulapa, (yHTa, BOCKJIMLATEIbHBIA 3HAK M T.II.
Hanpumep, $tROng!;

He BBOM CBOM JINUHBIE TaHHBIE HA CaliTaxX, KOTOPHIM HE T0BEPSEUIb.
DNEeKTpOHHAs MoYTa

DNEeKTpOHHasi MoYTa - 3TO TEXHOJOTHUS M MPEAOCTaBIIEMbIE €I YCIYI'H IO
NEPECHUIKE U MOIYYECHHIO JIEKTPOHHBIX COOOIIEHU, KOTOPbIE paclpeaesioTcs B

KOMMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUT



CIIEYIOIKM 00pa3oM: UMsI_TOJIb30BaTENI(@UMs_JoMeHa. Takke KpoMe repeiadu
IPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpEIaBaTh (pailiibl.

OcHoOBHBIE COBETHI 10 0€30NACHOI padoTe C 3JIEKTPOHHOH MOYTOM

Hano BepIOpaTh npaBWiIbHBIA MOYTOBBIA cepBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX TMOYTOBBIX CEPBHUCOB, OJIHAKO JIydllle TOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTHUHTE

He yka3piBail B TnyHON mouTe JIUYHYI0 nHpOopMmaiuio. Hanpumep, gydiie BIOpaTh
"My3bIKadbHbIN (haHaT@" wim "pok2013" BmecTo "remal3"

Hcrnonb3yil ABYXATalHYK aBTOPU3ALMIO. JTO KOI/Ia MOMHUMO IapoJid HYXKHO
BBOJUTH KO, MPUCBUIAEMbI 0 SMS

Boi6epu ciokHBIN mapoiib. [ KaXa0ro Mmo4YToBOrO SIIUKA JOHKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY apOJib

Ecnu ecTh BO3MOXKHOCTh HAIlMCaTh CaMOMY CBOM JIMYHBIA BOIIPOC, UCHOJB3YH 3TY
BO3MOKHOCTb

Hcnonp3yii HECKOJIBKO INMOYTOBBIX SIMUKOB. [IepBBIN Uil 4aCTHOW NEPENUCKHU C
aapecaraMy, KOTOPBIM Tbl JOBEpsACHIb. JTO 3JEKTPOHHBIM agpec HE HaJIo
UCITIOJIB30BaTh MIPHU PErUCTPALIMK HA (popymax U caidTax

He otkpbiBaii ¢aiiasl U Ipyrue BIOKEHUS B MUChbMaX, Na)Ke €CIIM OHHU MPHIILIH OT
TBOUWX Jipy3el. Jlydiie yTouHU y HUX, OTIPABIISIIIN JIM OHU TeOe 3TH (Haiiiibl

[locne okoHuYaHus pabOTHI HA MOYTOBOM CEPBUCE MEpEJ 3aKPBITUEM BKIAJKH C
caiToM He 3a0yap HaKaTh Ha "BeriTu".
KuOepOyumMHT Miu BUPTYyaabHOE U3AE€BATEIBCTBO

KubepOymiHr - mpeciieloBaHHE COOOIICHUSIMH, COJACPKAIUMH OCKOpPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIUTraHCTBO; COLIMAIbHOE OOMKOTUPOBaHKE C TTOMOIIBIO
Pa3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 10 00pbHlEe ¢ KUOEePOYJIIMHIOM

He 6pocaticsa B 60#. JIyummii ctoco6: mOCOBETOBATHCS Kak ce0sl BECTH M, €CITH HET
TOTO, K KOMYy MOXHO OOpaTUTHCS, TO BHA4ajieé YCIOKOUThCsS. Eciau Thl HauHellb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIIE Pa30kKKEIIh

KOH(DIUKT



VYnpasunsii cBoeil kubeppemyTaiueit

AHOHUMHOCTH B ceTd MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKayHTOM

He ctouT BecTu Xynuranckuit oOpa3 BUPTyalbHOU KHU3HU. VIHTEpHET QUKCUpyeET
BCE TBOU JCHCTBUS U COXpaHSET UX. Y JaIUTh UX OyJeT KpaiiHe 3aTpyTHUTEIHHO
Co06uroail cBOIO BUPTYaJIbHYIO YECTh CMOJIONY

Urnopupyit enuHuuHblii HeratuB. OZHOpa3oBble OCKOPOUTEIBHBIE COOOIIECHUS
Jy4iie UrHopupoBath. OOBIYHO arpeccust MpeKpallaeTcs Ha Ha4yaabHOW CTauu
ban arpeccopa. B mnporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMHU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHUN C
OIIPEJEIICHHBIX a/IpECOB

Ecnu 1Bl cBuzaerens kuOepOysuimHra. TBOWM JEHCTBHA: BBICTYNUTH IPOTHB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHWBAIOTCS HETaTUBHO,
HNOJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKAass IMOMOIb, COOOILUTH
B3pOCIBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MoOunbHBIN TenehoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpKaT B ceOe BIIOJHE B3POCIbIN
GyHKIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMmnbioTepamu. OIHAaKO, CPEACTB 3aLIUTHI JJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHb
Mano. TectupoBaHMe M TIOMCK YSA3BUMOCTEl B HHMX THPOUCXOJUT HE Tak
WHTEHCUBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.
CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIE
aHaJoru, OJHAKO pacliMpeHue (QyHKIMOHAIA BJIeYeT 3a COO0OM OOJbIIYIO
CJIOHOCTh M MEHBIIIYIO 3aIIHUIIEHHOCTb.

Jlaneko He Bce TMPOU3BOJUTENM BBINYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE
KPUTUYECKHE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI 1JI1 0€30MACHOCTH MOOMJIBLHOIO TeJie(pOHA

Huuero He siBisieTcst mo-HacTosueMy OecriaTHeIM. By ocToposkeH, Beab Kornaa
Tebe mpejyIaraloT OECIUTATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO

IIJIATHBIE YCIIYTH



Hymaii, npexae yem otnpaButh SMS, ¢oto unu Bugeo. Tol TOUHO 3HAEIIb, THIE
OHU OYJyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETo cMapThoHa

Hcnone3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB

He 3arpyxail NpuiioKeHUsT OT HEW3BECTHOIO HWCTOYHUKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE o0ecriedeHre

[Tocne Toro Kax Thl BBIMIEIIB C CalTa, IJ1€ BBOJAWJI JIMYHYIO HH(OpMALUIO, 3aii/11 B
HacTpoiiku Opay3epa u yaajim cookies

[leproguyeckn MNpoBepsAl, KakWe IUIATHBIC YCIYIM AaKTHBUPOBAaHbI HA TBOEM
HOMEpE

JlaBaii cBOIl HOMEp MOOMJIBHOTO Tene(OHa TOJIBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U
KOMY JOBEpPSCIIb

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAa Thl UM HE HoJb3yelibes. He 3a0biBait
WHOT /1A IPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAWH-UIPBI - 3TO KPacOYHbIC, 3aXBaThIBAIOLIME pPa3BIICUECHUS,
OOBEAUHSIONINE COTHU ThICAY YEJIOBEK MO Bcemy Mupy. Wrpoku wuccnemayroT
JaHHBIA UM MUp, OOIIAIOTCA IPYT C JIPYTOM, BBINOJHSIOT 3a/laHusl, CPAXKAIOTCS C
MOHCTPAMH M IIOJYYarT ONBIT. 3a YJOBOJIbCTBUE OHHU IIATAT: MOKYMNAKOT JMCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUU.

Bce 3tn cpencrtBa MayT Ha MOJAEpP)KAHWE M PAa3BUTHUE WUIPBI, a TAKXKE Ha caMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJ1sl TPOTPaMM ), 3aKPhIBAIOTCS YSA3BUMOCTH CEPBEPOB.
B mogoOHBIX urpax CTOMUT omacarbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMU OOJBIINHCTBA
Urp.

OcHOBHBIE COBETHI 110 0€30IIACHOCTH TBOET0 UTPOBOI0 AKKAYHTA

Ecou npyroit urpok BejeT cebOs IJIOXO WM co3AaeT Te0e HENpHUSTHOCTH,

3a0JIOKUPYH €ro B CIIMCKE UTPOKOB



N o g bk~ W

[Toxxanmyiics aJIMHHHCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJEHUE 3TOr0 MIPOKa,
YKeNaTeJIbHO PUIOKHUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB

He ykaspiBaii muunyto nuadopmaiyio B mpodaiiie urpbl

YBaxkail Apyrux y4aCTHUKOB I10 UTIPE

He ycranaBnuBaii HeopuinanbHble MATYU U MO/IbI

Hcnonb3yii CII0AKHBIE U pa3HbIE TAPOIIH

Jlaxxe BO BpeMs UIPbl HE CTOMT OTKJIIOYaTh aHTUBUPYC. [loka ThI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apPa3HTh.

DUILIMHT WM KpaXka JTUYHBIX JAHHBIX

OOBIYHON Kpaxkell JEHEer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIIEHHUKHA NIEPEMECTHIINCH B NHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMAThCS "' IMFOOUMBIM" 1€JTOM.

Tak nmosiBUiIach HOBasl yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJIaBHAs
Helb  KOTOPOIO  COCTOUT B IOJYYEHUHM  KOH(MUIEHIMAIbHBIX  JIAHHBIX
M0JIb30BaTENEN - JOruHOB W maposieil. Ha anrnmiickom si3bike phishing yurtaercs
kak ¢ummHr (ot fishing - peiOHas 0B, PASSWOrd - mapoJis).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ GPUIIMHTOM

Crnenu 3a cBOMM akkayHTOM. Ecnu Thl mojo3peBaellb, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOONIUTH aJMUHHUCTPATOpam
pecypca 00 3TOM Kak MOYKHO CKOpee

Hcnone3yit Oe3omacHble BeO-CaiiThl, B TOM YHCJIE, WHTEPHET-MarasuHoB U
MOMCKOBBIX CUCTEMAaX

Hcnonb3yil cloxkHbIe U pa3Hble maposin. Takum o0pa3oM, eciau TeOsl B3JIIOMAIOT, TO
3JI0YMBILUIEHHUKH TOJTy4aT JOCTYI TOJIBKO K OHOMY TBOEMY MPOQUIIIO B CETH, a
HE KO BCEM

Ecnu 1ebs B3nmoManu, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J00aBieHbI Y TeOsS B JPY3biX, O TOM, 4TO T€Os B3JIOMAaJU M, BOZMOXHO,
OT TBOETO0 UMEHH OY/IET PaCChUIAThCA CIIaM U CChUIKU Ha (PUIITMHTOBBIE CANThI
Ycranosu HagexHbIN apoiib (PIN) Ha MoOMIBHBIHM TenedoH

OTKIIIOYM COXpaHEHHUE MapoJisi B Opaysepe



7. He otkpsiBaii ¢aiinbl U Ipyrue BIOKEHUS B MUChMAaX, AaXXe €CIM OHU MPUILIA OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TH (Daiisbl.
[Mudposas penyranus
[MudpoBast permyranus - 3T0 HETaTUBHAs WU MO3UTHBHAs WHGOpPMAIUS B CETH O
tebe. Kommpomerupyronias uHpoOpmaius, pa3MeEUIEHHAs B HHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3uThcsl Ha TBOeM peanbHOU ku3HU. "Lludposas
pemyTaius” - 3T0 TBOM UMUK, KOTOPbI (hopmupyeTcs u3 uHpopMauu o Tede B
UHTEPHETE.

TBoe MecTo XKUTENbCTBa, yueObl, TBOE (PUHAHCOBOE MOJOKEHHE, OCOOCHHOCTHU
XapakKTepa U paccKasbl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKalUWd JIMYHOM
uH(popmanuu B MHTEpHETE, HE MOHKMMAsI BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb JOorafaTbcs 0 TOM, 4TO ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTajia
IPUYUHON OTKa3a NIPUHATH TEOsI Ha paldoTy.

KoMmMmeHTapuu, pasmenieHne TBoMX (oTorpapuil U Apyrue ACUCTBUS MOTYT HE
VCYE3HYTh JAXKE IOCJIE TOTrO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty MH(OpMaIHMIO, IToNajia JIM OHa B IOUCKOBBIE CUCTEMBI M COXPAaHWIIACh JIU OHA, a
IJIaBHOE: YTO MOJYMAIOT O Te€Oe OKpY’Karollue JIOAH, KOTOpble HAWIYT U YBUISAT
sT0. Haiitu uHpOpMannio MHOTO JET CIYCTS CMOXET JI000M - Kak U3 J0OphIX
noOyX/JIeHUI, TaK U C HAMEPEHHWEM HIPUYUHUTH BpeA. DTO MOMKET ObITh KTO
YTOJTHO.

OcHOBHBIC COBETHI 10 3aIUTe HU(POBOH penmyTaluu

1. Tlomymaii, mpexJie 4eM 4TO-TO MyOJIMKOBAaTh U MepeaaBath y cedst B OJore uim B
COLIMAJIbHOM CETH

2. B nHacrtpoiikax npoduisi ycTaHOBH OTpaHUYEHUS] HA MPOCMOTP TBOETO Npoduiis u
€ro COJIEPKUMOT0, ClIeJal ero ToJbKO "mid apy3ein”

3. He pasmemaii m He ykas3piBall WHGOPMAIMIO, KOTOpash MOXET KOTO-JTH00
OCKOPOJISTH WJIH OOMXKATh.

ABTOpCKOE MPaBO



CoBpeMeHHbIE IIKOJIBHUKU - aKTUBHBIE MOJIB30BATENU IIU(PPOBOTO MPOCTPAHCTBA.
OpHako Jajleko HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMH BO3MOXXHOCTSAMH
uudpoBoro Mupa TpeOyeT CcoOJOJIEHHS TMpaB Ha  HMHTEIUICKTYaJbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAsi COOCTBEHHOCTh'" OTHOCHUTCS K Pa3IM4YHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHas C HOBBIX M300pETeHUN U 3HAKOB, 0003HAUYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI U yCIYTH, U 3aKaHYMBasi KHUTaMH, Gororpadpusimu,
KMHO(DHUIBMAMH ¥ MY3bIKaJIbHBIMU TPOU3BEICHUSMH.

ABTOpCKHE TMpaBa - 3TO IIpaBa Ha HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATYypPbl U UCKYCCTBA. ABTOPCKME NPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeUIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh WU mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJAABATH, HMIIOPTHUPOBATH,
nycKaTb B MPOKAaT, MyOJIMYHO HCIOIHSTH, MMOKA3bIBATh/UCHONIHATE B 3(Upe WU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOro oOecreueHuss MOXKET MPUBECTU K
MHOTUM pPHUCKaM: OT IOTEPH JTaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKU TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIEHA HejerajibHas mnporpamMma. He cTouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE MU O€cIIaTHbIE MPOTpaMMbl, KOTOpPbIE
MOYKHO HalTH B CETH.

O noprane

CereBUYOK.p( - TBOI TJaBHBIM COBETYMK B CETU. 371€Ch Thl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYNHBIM $I3IKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATh y4acTue B

KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPakKIaHUHOM !



